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Privacy Notice 

This privacy notice explains what personal data EMBL collects, for what purposes, how it is processed, and how 

we keep it secure, in the context of: 

Booking a room via the Hotel ISG website 

 

1. Who is responsible for the processing 

The EMBL data controller (and joint-controller if applicable) contact details are:           

EMBL Heidelberg 

Meyerhofstraße 1 69117 Heidelberg Germany 

+49 6221 38610 

isg@embl.de 

 

2. What personal data do we process 

The following categories of personal data may be processed: 

All relevant information necessary to register the booking of a room, it includes: 

• first name, surname, date of birth, email address, physical address, company (optional), mobile phone 

(optional), number of guests, name of guests, arrival time, comments and wishes (optional), late travel 

(optional), duration of the stay (including date of arrival and departure), payment method and amount 

• if you create a user account via the booking platform: email and password, additional information that 

they collect based on your bookings 

• whether you booked any extra: such as a breakfast, a pet, parking, late check out, etc. Extras may 

also be added during the stay 

• room number 

• upon arrival to the hotel, we may visually check your ID card / Passport to verify your identity, no copy 

will be made 

• session cookies necessary for the website to function 

• any email / letter exchange. 

 

Non-German guests have to complete a check-in form upon arrival, it includes: 

• name, surname, nationality, date of birth, date of arrival and departure, room number, number of 

guests, car plate number (if any), any other guest staying in that room (name and surname) and 

signature. For persons coming outside of Germany, the passport / ID number is also processed. 

 

Payments can be made either at the hotel (cash or card) or via the website (only credit card). When paying via 

the website, we process the card number, the card holder’s name, card expiry date and card CVC. When paying 

via card payment (POS terminal) at the hotel, the personal data necessary to proceed with the payment will 

be processed by our card payment service (Pay-One & Unzer). The Hotel ISG will keep a copy of the receipt, 

that includes the date and time of payment, terminal number, the last 4 digits of the card used, etc. 
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After your stay, you may be invited to give feedback about your stay via the Customer Alliance. We are not 

responsible for this processing. For more information, please refer to their privacy policy. 

 

When booking a room via another provider / website (‘third party’), the information described above will be 

processed. However, additional information may be processed by the third-party. For more information, please 

refer to their privacy policy. 

 

When calling Hotel ISG via telephone, we do not directly process information about you, except when making 

a reservation by phone (same data as described above). However, some information may be processed by 

our telephone provider (Vodafone) and yours. For more information, please refer to their privacy policy.  

 

If applicable, the following categories of sensitive data may be processed: 

We may process health data, on occasional basis, if guests need specific arrangements due to physical 

constraints or food intolerances (that would have been mentioned when booking the room). 

 

3. For what purposes do we process your personal data 

Your personal data will be processed for the following purposes: 

Booking a room and accommodating your stay at the Hotel ISG. 

 

4. What is the legal basis for processing 

We rely on the following legal basis(es) to process your personal data: 

Your personal data is processed based on Article 6(3) of IP68: to enter a contract with EMBL.  

 

In addition, health data is processed based on Article 9(1) of IP68: consent. 

 

5. Who can access your personal data 

The following categories of recipients may access your personal data: 

 

EMBL internal recipients: 

On a strict need to know basis, the Hotel ISG team and contractors. 

 

EMBL’s Finance department (for checking invoices, they only receive the guest’s name, amount due, bank 

information (if any) and room number).  

             

https://reviews.customer-alliance.com/hotel/hotel-isg-heidelberg-heidelberg-LFzF42721QO4.html?_locale=en
https://www.customer-alliance.com/en/privacy-policy/
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EMBL external recipients: 

The Hotel ISG uses processors that process personal data on our behalf: 

• Room booking system (maintained by HOPE) 

• Hotel ISG website provider (Median Team) 

• Microsoft Outlook (when exchanging emails) 

• Finance support tool (when sharing information with EMBL Finance department). 

 

Some entities may process personal data on their own behalf: 

• Other provider / website that you used to book a room (third-party provider) 

• Our card payment service (Pay-One & Unzer) and your bank(s) when paying by card 

• Vodafone and your telephone company when calling  

• Customer Alliance when leaving a comment about your stay. 

 

Located in: 

• The processors are based within the European Economic Area 

• For the entities processing data on their own behalf, please refer to their privacy notices.  

 

6. How long do we keep your personal data 

Your personal data will be kept for the following period of time: 

The personal data related to the booking (in particular invoices) are kept for 10 years then deleted.  

 

Check-in forms are kept for a year and then deleted. 

 

EMBL’s Finance department may keep the personal data they have registered in the finance tool for a longer 

period, for audit purposes. For more information, please see their privacy notice.  

 

7. How do we protect your personal data 

We have adopted the following measures to protect your personal data:      

Risk Management & Controls: Regular risk assessments of information assets, Implementation of control 

measures, Periodic review of access rights. 

 

Training & Access: Mandatory security awareness and data protection training, Access granted based on job 

roles, Strict management of privileged accounts, Cryptographic key management. 

 

Incident Response & Recovery: Cyber security incident management process, Regular penetration testing, 

Disaster recovery planning, Business continuity measures. 

 

Compliance & Privacy: Protection of personal data in adherence with IP68 and other contractual obligations, 

Biometric data security, Rigorous due diligence of third-party data hosting such as cloud services, Regular 

compliance monitoring. 
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8. Data subjects’ rights and oversight mechanism 

Under Article 16 of the EMBL Internal Policy No 68, data subjects have the following rights: 

• a right not to be subject to a decision made by automated means (i.e. without any human intervention) 

• a right to request access to your personal data 

• a right to request information on the reasoning underlying data processing 

• a right to object to the processing of personal data 

• a right to request erasure or rectification of your personal data. 

When the legal basis to process personal data is consent, please note that you have the right to withdraw your 

consent at any time. 

Please note that those rights can be subject to limitations, as described in Article 16 (2) of the EMBL Internal 

Policy No 68. 

If you wish to exercise your rights or wish to contact the data controller regarding any other data protection 

related matters, you can contact us using, by sending an e-mail to: info@embl.de or by sending a letter to: 

Meyerhofstraße 1 69117 Heidelberg Germany. 

Advice on data protection matters can also be obtained from the EMBL Data Protection Officer (DPO),  under 

Article 20 (2) of the EMBL Internal Policy No 68. The DPO can be reached by email at dpo@embl.org or by letter 

at: EMBL Data Protection Officer, EMBL Heidelberg, Meyerhofstraße 1, 69117 Heidelberg, Germany.  

If you wish to complain under Article 25(1) of the EMBL Internal Policy No 68, you may do so with the DPO by 

email at dpo@embl.org.  

If you believe that the response of the DPO is unsatisfactory or if the DPO has failed to respond within three 

months from receipt of the complaint, you may complain in writing to the Data Protection Committee.  It can be 

reached by email at dpc@embl.org or by post at: EMBL Heidelberg, Data Protection Committee, Meyerhofstraße 

1, 69117 Heidelberg, Germany. 

 

 

Last update: 06/10/2025 

 

https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
mailto:info@embl.de
https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
mailto:dpo@embl.org
https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
mailto:dpo@embl.org
mailto:dpc@embl.org

